Copnep>xaHue:

BBEOEHWE

Pa3BnTne BCEMNPHON SKOHOMUKIN XapaKTepusyeTcs Bce BonblUen 3aBUCUMOCTbIO PbIHKA
OT CyLlecTBEHHOro obbeMa MHMOPMaLMOHHbIX MOTOKOB, a NPUHATUE peLLleHnin BO BCEX
Chepax XunsHeneATeIbHOCTU KOMMAaHUN UNn NpeanpuaTmnnm sce B bonbLuen cTeneHun
OCHOBbIBaeTCA Ha MHPOPMALMOHHbLIX Npoueccax. iccnenoBaHne AaHHbIX MPOLECCOB C
hanbHenwen BbipaboTKOM ynpaBnaoWwmX peweHnin BbinoaHAeTcsa Ha base
NH(POPMALLMOHHbBIX MoAesier, CPOPMNPOBAHHbLIX Ha HbIHELLIHUX NH(POPMaLIMOHHO-
TeNEeKOMMYHUKaALNOHHbIX TEXHOJIOTUAX.

NHpOopMaUVOHHBLIN pecypc CTaeT OAHUM N3 OCHOBHbIX MCTOYHUKOB YKOHOMUNYECKON
3(pPeKTUBHOCTM KOMNaHUN. lNMpakTnyeckn HabnwgaeTca TeHAeHUMA, Korga nobble
XXU3HEeOesaTeNbHOCTN KOMMNAaHUI CTaloT 3aBUCUMbI OT MHPOPMaLMOHHOIO pa3BuTuS, B
npouecce KOTOpPOro oHW caMun OPMMPYIOT MHPOPMaLIMIO U CaMK Xe ee ynoTpebnsioT.
MoToMy 3awmTa MHGOPMaLUKN ABISAETCA CAaMOCTOATE/IbHbIM U 3HA4YMMbIM HanpaBJIEHUEM
nesarTenbHoOCTN KoMnaHuw. [3]

HecMoTps Ha BCe pacTyLwime ycuanga no GopMmMpoBaHMIO TEXHOOM MW 3aLlLNTbl ee
YA3BMMOCTb MH(OPMaLMNM HE TOJIbKO He MOHMKAEeTCH, a Tak>Ke NOCTOAHHO MNOoBbILaeTCs.
B HbIHeWwHee BpeMs OrpoMHble MHOCTPaHHble KoMnaHun 0o 40% npubbinn BHOCAT B
6e3o0nacHOCTb. B PO TakXxe yBenn4nBaeTcsa TEHAEHLU NS NOBbILLEHNS aCCUrHOBAaHUA B
obecneyvyerHnm Nb. PaKTNYECKN BO BCEX YCTONYNBO PYHKLMOHNPYIOLWLNX KOMMAHMNAX
cchopMupoBaHbl Cy>xKbbl 6€30nacHOCTU. DPPEKTUBHOCTL paboToCcnocobHOCTN Takoro
Tnna cny>x6 B 60NbLIMHCTBE 3aBUCUT OT MPaMOTHOI0 BHECEHNS onpeaesieHHbIX CpeacTB
M npogeccrnoHasbHOro Noaxona B BONpocax opraHmsaunm CMcTemMbl 3alnTbl JaHHbIX.

Ha maHHOM 3Tane pa3BUTUS KJIOYEBbLIMU Yrpo3aMmn 6€30MacHOCTM KOMMaHum
npencTaBnstioT cobol yrpossbl B chpepe MHPOpMaLIMOHHOro obecneyeHus.
MocnencTBMsaMM 3¢pHEKTUBHOI0 NpPoBeAeHNS NHPOPMALMOHHbIX HAaNEeTOB MOryT CTaTb
NCKa>XEHNEe NN KOMMpPoMeTaLns IMYHOW NHoPMaL M, HaBsi3biIBAHUE JIOXKHOWN
NHoOpMaLUmn, HecobntoieHne NocTaBJIEHHOro persfamMmeHTa cbopa, Nnepenayun n
06paboTkM nHPopMaummn, cbon N oTKasbl B paboTe TEXHUYECKUX CUCTEM, KOTOpPbIE
Bbl3BaHbl HEMpeaHAaMepPeHHbIMU N NMpegHaMepeHHbIMU OeACTBUAMU, KaK CO CTOPOHbI
NPECTYMNHbIX COOOLLIECTB, CO CTOPOHbI KOHKYPEHTOB, TaK U CO CTOPOHbI COTPYAHNKOB



opraHusauumu.

K oaHon n3 Hanbonee oCHOBHbIX 3aAa4 B obsactu obecnevyeHbss 6€30MacHOCTU HY>XKHO
OTHECTU NPOEKTUPOBAHNE KOMIMJIEKCHOW CUCTEMbI 3aLLNTbI AaHHbIX, KOTOpas BKAOYaeT
Cco30aHune N BBEAEHNE BCEX HbIHELLHUX TEXHOJIOM M, CPeACcTB U MeTOZ0B, KOTOpble
obecneymBatoT 3aLLUMTY KOMMAHUM OT BCEX TUMOB Yrpo3, U rapaHTUPYIOT ero ycTonymaoe
Pa3BUTME B HbIHELLHMNX YCNOBUSAX.

C nosiBieHneM MHPOPMaLMOHHbIX TEXHOJIOM NI NosBMAacb N HEO6XoANMOCTb
MOBbILLIEHHOr0 BHUMaHMA K BONpocaM nHhpopmaunoHHom 6esonacHoCcTn. BpemeHHas
HeOOCTYMNHOCTb. HeCaHKUMOHMPOBaHHOE NCNOJIb30BaHME UK, B XyLUeM chyyae,
paspyLweHmne NHPOpPMaLMOHHOI0 pecypca MOryT HAHOCUTb KOMMAaHUAM O4YeHb
3Ha4YMTENbHbLIN Bpen, a rnaBHoe, MaTepuaibHbin yulepb.

be3 3anTbl KOMNbIOTEPHbLIX NHPOPMALMOHHLIX CUCTEM, BHeJpeHne 3TUX CUCTEM B
KOMMaHMI0 MOXXET N 0Ka3aTbCs SKOHOMNYECKN HEBbLIFOAHbIM. 3HA4YUTESIbHbIE noTepun
OaHHbIX, HTO XPaHATCA N O6pa6aTbIBaPOTCFI B KOMIMbKOTEPHbIX CeTAX, NMNoTEPN
KOHQUAEHUNaNbHOCTU OAHHbIX - pe3y/ibTaTbl HE3aLWMNLWEHHOCTY KOMMbIOTEPHbIX
NMHPOPMaLMOHHBLIX CUCTEM.

B naHHOM paboTe onncaHa 3Ha4YMMas 4acTb UHHOPMALMOHHON 6@30MaCHOCTU - YIrPOo3bi.
OnuncaHbl MOHATUS U BUAbI Yrpo3 6€30MacHOCTU B KOMMbIOTEPHbBIX MH(POPMALMOHHbIX
cuctemax. JobuTbCst packpbiTUE TEMbI HE BO3MOXKHO 6€3 onpeaeneHnin n Kputepui
Knaccmdumkauum yrpos, Hambonee pacnpoCcTpaHeHHbIX Yrpo3 AOCTYNHOCTU C NpuMepaMu,
onncaHusa BpenoHocHoro MO, 0CHOBHbLIX Yrpo3 LEeNOCTHOCTUN U KOHPUAEHLUNATBHOCTH.

ObbekToM B paboTe BbICTYNaOT Yyrpo3bl MHGOPpMaLMOHHON Be3onacHOCTK, NpeaMeToM -
NX BUAbl N COCTaB.

Lienbto paboThbl sBNSETCA nccienoBaHne BUAOB U COCTaB yrpo3 MHGPOPMaLIMOHHOMN
6e3omacHoCTW.

Ona pocTnxeHns 3agaHHom Luenm B pabote HeobXxoAMMO BbIMONHUTL PA4 3ahav:
- PaCCMOTPETL OCHOBHbIE ONpeaesieHNs N KpUTepumn Kiaccumkaumm;
- BbISBUTb COCTaB U BUAbl yrpo3 nHgpopmMmaumnoHHon besonacHoctun (UB);

- paccMoTpeTb Hanbonee pacnpocTpaHsaeMble Yrpo3bl KOHPUAEHLUNANBHOCTH,
LLe/IOCTHOCTU N OOCTYMHOCTU;



- PacCMOTPETb CTATUCTUKY Yrpo3 b n ee HanpaBneHnsa AesaTenbHOCTN.

[Mpn HanncaHun pa6OTbI Bbinn npnMeHeHbl Takne MmeTonbl Hay4YHOro nccjienoBaHus, Kak
n3yyvyeHume Haqu0|7| nnTepaTypbl No TeMe NCcneagoBaHnMA, HOpMaTMBHO-HpaBOBOIZ 6a3bl,
aHaIMTNYECKNIA U CpaBHI/ITEJ'IbeII7I MeTOoObl.

NnaBa 1. TeopeTudeckue ceeageHus o yrposax
MHpOpMaLUMOHHOU De30onacHOCTH

1.1 OcHOBHbIe onpenesieHus U KputTepum
Knaccupukauumm yrpos

K OCHOBHbIM onpeneseHnssM MOXXHO OTHECTM CaMo MOHSATME Yrpo3bl, @ TakXXe aTaku,
3JI0YMbILLJIEHHUKA, UCTOYHMKAMM Yrpo3bl, YS3BUMbIX MECT, OKHa onacHocTu. [1,5,16]

MNopn yrpo3oi NOHUMalOT MOTEeHLUMaIbHY0 BO3MOXHOCTb HAaPYLWNTb MH(OPMALMOHHYIO
6e30MacHOCTb KaknM-nmbo obpasom.

ATaka - 3TO nonbITKa caenaThb (peaJ'II/I3OBaTb) yrpo3y. A TOT KTO 3TO X04eT caenaTb
Ha3bIBAOT 3/I0YMbILLJIEHHUKOM. ECNn 3/10yMbILLNEHHNK peasin3oBalsl yrpo3y ero MOXXHo
Ha3BaTb NCTOYHUKOM YIrpo3bil.

BO3MOXXHOCTb [OCTyna onpefeneHHbIX INL, K Ba>KHOMY oGopy,uosaano nan owmnobkn
nporpamMmmMHOro obecnevyeHus, OpyrmmMmm cnoBamMm, 3TO Ha3blBaeTCd YA3IBNMbIMN MeCTaMU
B KOMMbIOTEPHbLIX MHPOPMALMOHHbLIX cucTeMax. IMeHHO Hann4mne 3TUX MecCT Yalle BCero
n aABndeTcd cneacrtsmemM HaJimdnga yrpos.

Hy>KHO BBECTU NPU PacCMOTPEHUN YIrPO3 TaKoe MOoHATME KaK OKHO 6e30MacHoCTM - 3TO
onpeaeneHHbIn MPOME)XXYTOK BPEMEHN OT BO3MOXXHOCTM UCMOJIb30BaTh MECTO
KOMMbIOTEPHOW NH(MOPMALIMOHHON CUCTEMbI [0 JIMKBUAALUX 3TOro MmecTa. T.e.,
CylLlecTBOBaHMe oKHa 6@30MacHOCTN PaBHOCUJIbHO CYLLLECTBOBAHMIO YCMELLHbIX aTak Ha
NHMOPMALMOHHYIO CUCTEMY.

Enn roBopnTb 0 NnporpaMMHOM obecneyvyeHnmn, To OKHO MOSBJISIETCS C NOSIBJIEHNEM
owmnbKM B NnporpaMMHoOM obecrnevyeHnn n NTUKBUANPYETCSH NMPU peLleHnn 3ToN owndKu.



OkHO 6€30MaCcHOCTU CUCTEM MOXKET cywecTtBoBaTb 3HA4YNTEJIbHO OOJITO -AHW N OaXXe
Henenn, N 3a 3To BpeMsd B nobon KoMnaHUM A0/IKHbI Y3HaTb O CpeacTBax
nCroJib3oBaHNA I'Ip061'IeMbI B 3aLLMTE, TaKXXe O0JIKHbI ObITb BbIMyLleHbl
COOTBETCTBYHOLWME 3allJlaTbl KOTOPbIE OO0JIXXHbI Y>Xe ObITb YCTaHOBJ1EHbLI B 3awmuaemMmon
NC.

Yrpo3bl MOXXHO KJlacCnmumpoBaTb NO acnekTy 6e30nacHOCTN MHAPOPMaLMOHHbIX
CUCTEM, MO KOMMOHEHTaM CUCTeM, Mo cnocoby oCyLeCcTB/IEHNSA N MO PACNOJIOXKEHUIO
NCTOYHNKOB YIrpos.

AcneKkTamu VIHCICJOpMaLI,I/IOHHOIZ B6e3onacHoCTN MoXeT bbITb OOCTYMNMHOCTb, LLEJIOCTHOCTD,
KOH(QUMAEHUNaNbHOCTb. IMEHHO NMPOTUB HEero yrpo3bl HanpasJ/ieHbl B MepBYyo o4yepelb.

Yrpo3bl HaueneHbl UMEHHO Ha KOMMNOHEHTbI MH(OPMALMOHHbIX KOMMbIOTEPHbIX cucTem. K
HUM MOX>XHO OTHECTW NporpamMmbl, aHHble, annapaTypy, No40epP >XNBaOLLYO

NHMPaCTPYKTYpPY.

Cnocob cylecTBoOBaHNS rOBOPUT HaM YTO Yrpo3bl MOTYT BbITb HE TONIbKO HaLLe/IEHHbLIMU
Ha pe3yfnbTaT, @ MOTyT NMPOCTO BbITb CAy4YalHbIMU. K HUM OTHOCST ClyYalHble€ Yrpo3bl U
yrpo3bl NpefHaMepeHHble. MOryT HOCUTb Kak NPUPOAHbLIA TaK U TEXHOMEHHbIN XapaKTep.

 no pacnono)XeHnto NCTOYHNKOB YIrpO3bl MOXKHO pa3fesnTb Ha BHYTPEHHME N BHELLHUE,
TaK Kak OHW MOTYyT MPOUCXOANTb Kak BHYTPU MH(POPMALMOHHOM CUCTEMBI, TaK N BHE ee.

1.2 HanpaBneHua obecneueHus b

C y4yeToM cchopMUpoBaBLLENCA NPaKTUKN obecnevyeHnsa b n B cCOOTBETCTBUN C
YCNIOBUSIMU PYKOBOAALLUX NOKYMEHTOB B o6nacTn B, nogYyepkuBatoT Takme TUMb
3alUNTbI JAHHbIX:

MpaBoBas 3aLiMTa OAHHbIX - 3alLUMTa AaHHbIX MPaABOBbIMW MeTO4aMK, KOTopas
BKJIl0OYaeT B cebsa co3gaHne HOPMAaTUBHbBIX U 3aKOHOAATEIbHbIX JOKYMEHTOB (aKTOB),
KOTOpble peryampytoT OTHOLWEHUS Cy6beKTOB Mo 3alnTe AaHHbIX, UCNOJIb30BaHME TaKMX
NOKYMEHTOB (aKTOB), @ TaK)Xe KOHTPOJIb 1 HaZ30p 3@ UX UCMOJIHEHMNEM.

TexHM4YecKasn 3amTa AaHHbIX - 3alMTa AaHHbIX, 3aKJoYalowancs B obecneyeHnn
HekpunTorpaguyieckumm metogamm Ub, noanexawmnx (nognexxawien) sawmTe B
COOTBETCTBUU C PYHKLNOHUPYIOLLNM 3aKOHOLATE/IbCTBOM, C UCMOJIb30BaHUEM
TEXHUYECKUX, MPOrpaMMHO-TEXHNYECKNX N NPOrpaMMHbIX CPeacCTB.



KpunTtorpadmuyeckas 3alimTa AaHHbIX - 3alLMTa AaHHbIX C MOMOLLbIO ee
KpunTorpadunyeckoro npeobpasoBaHus.

dusuyeckas 3aliMTa AaHHbIX - 3alUUTa AaHHbIX NYTEM UCMNOJIb30BaHUS
OpraHn3aLUMOHHbIX MEPOMPUATUIA N COBOKYMHOCTU CPeACcTB, DOPMUPYHOLLINX
NpensTCTBUSA AN HECAHKLMOHNUPOBAHHOIO NPOHUKHOBEHUSA MW O0CTYMa
HEYMOJIHOMOYEHHbIX PU3.-N1L, K 00bEKTY 3aLLUTHI.

OpraHun3aunoHHbie MeponpuaTns rno obecneyvyeHmno PrUsn4ecKom 3aLnTbl JaHHbIX
npenycMaTpmBaloT NOCTAaHOBKY PEXUMHbIX, TEPPUTOPUASIbHBIX, BPEMEHHbIX,
MPOCTPAHCTBEHHbIX OFPaHNYEHNI Ha YCNOBUS NMPUMEHEHUSA U pacnopsaaoK paboThl
obbekTa 3awunThl. Npn TOM K 06bekTaM 3aWnTbl MIHPOPMALMM MOTYT OTHOCUTCSA: 34aHnNe
(coopy>xeHune), oxpaHsaeMas TeppuTopus, oTaesibHOe nomMeuleHne, NHPOPMaLUOHHbIE
pecypcbl U (nnun) nHpopMmauna obbekTa nMHpopMaTU3aLnn.

OpraHm3aunoHHas 3alnTa NHpoOpPMaLMK -pernamMmeHTaumsa 0esTeNbHOCTU KOMMNAHUN 1~
B3aWMOOTHOLUEHUIN COTPYAHUKOB Ha HOPMaTUBHO - NpaBoBOW 6a3e, CyLlecTBEHHO
3aTPYAHSOLWEN UK UCKJII0YatOLLEeNn HeNpPaBOMEPHOE 0CBOEHNE KOHUAEHLMAIbHbIMK
NAHHBIMU 1 NMPOSIBNIEHNE BHELLHUX U BHYTPEHHMX Yrpo3.

TONIbKO KOMIMJIEKCHOE NCMOJIb30BaHMe BCeX TUMOB 3aWnTbl MHOPMaLmMn obecnevymBaeT
TpebyeMbin 1 AOCTaTOYHbIN ypoBeHb Vb npeanpuaTunsa. [6,10,21]

1.3 BpepnoHocHoe MO

BHeLopeHMne B aTakyeMble cMCTeMbl BpegoHOCHOro MO ecTb onacHenwunin cnocob
npoesefeHns atak. BoigensatoT rpaHn BpeaoHocHoro MO, Takme Kak BpeaoHOCHas
dyHKUMA, cnocob pacnpocTpaHeHMA KU BHELWIHee npeacrtasneHme. [2,15]

Mo>XKHO BBECTM TakKoe NoHsATMe Kak bomba BpeaoHOCHON (hyHKUNUW, T.€. HA30BEM TaK
4acCTb, COCTaABMSAOLLYIO paspylwnTenbHyo dyHKUMo. bomba, Kak 1 nobas gpyras
nporpamMmmMa, Mo)xeT 06/1a4aTb CKOJIb YrOAHO CJIOXKHOW JIOFTVMKOWM, MO3TOMY CMNeKTp
BPeAOHOCHbIX (PYHKLWNIA HEOrPaHUNYEH.

Ho 06bl4HO 60MObI NCMONBL3YIOT A9 BHEAPEHUSA Apyroro spenoHocHoro IO,
arpeccmBHOro noTpebneHns pecypcos, NOJy4eHUA KOHTPOA Had aTaKyeMomn CUCTEMON
N U3MEHEHUS NN Pa3pyLUEHNS NPOrpamMM N OaHHbIX.



Mo MexaHn3My pacrnpocTpaHeHuns 6biBalOT BUPYChl N HEPBU.

BpyCcoM Ha3bIBAOT KO, KOTOPbLIA MOXKET PacrnpoCcTPaHATCA NyTEM BHeAPEHUA B gpyrue
NnporpamMmbi.

YepBun - Tak Xe KoA, HO KOTOPLI CaMOCTOATENbHO, T.€. 6e3 BHeApeHUs B apyrue
NpPOrpamMMbl, MOXKET BbI3biBaTb PAaCNPOCTPAHEHNE CBONX KOMUIA MO NHHOOPMALMOHHbLIM
KOMMbIOTEPHBLIM CUCTEMAM U BbIMNOMHATb UX NyTEM 3anycka 3apsi>XEHHO NporpamMMsl.

O6bIYHO BUPYChl PACNPOCTPAHATCA JIOKaIbHO B Npeaenax y3na ceTu, T.e. YTo Obl
nepefiaBaThbCs MO CETU UM HY)KHA AOMOJIHUTENIbHAsA NOMOLLb (Nepeckisika 3apa>KeHHoro
daina), a yepsu, HaoboOPOT, B NepPBYIO 0Yepeib PACMPOCTPAHAOTCS MO CETHU.

YepBu Tak Xe MOryT, K NpuMepy, «CecTb» MoJs0Cy NPONyCKaHNUA CETU N pecypcChbl
MOYTOBbLIX CUCTEM, TEM CaMblM MOXXHO CKa3aTb 4YTO CaMO pacnpocTpaHeHue
BpenoHocHoro MO BbI3bIBaeT arpeccmBHoe notpebrsieHne pecypcos 1, CsiefoBaTesbHO,
ABNAETCA BPEeAOHOCHON (hyHKLMEN.

TPOAHCKNM Ha3blBaeTCs BPEeAOHOCHbLIN KO, KOTOPbIN BbIFNAAUT KakK YHKLWOHAbHO
rnonesHas nporpamma. T.e. obbl4Haga NporpamMmma, byayym nopa>keHHas BUPycowm,
CTAHOBUTCS TPOSAHCKOW, MHOrAa UX N3roTaBAMBAOT BPYYHYIO U MOOCOBLIBAIOT
00BEPYMBbLIM MNOJIb30BaTENSAM UMES NMpuBeKaTesbHbIN BUa. [4]

Fnasa 2. Buabl u coctaB yrpo3s besonacHoCcTu

2.1 Obwme cBepeHMn

Mop yrpo3oun 6e3onacHocTu MHpOPMaLLUM MOHNUMAETCSH MHOXKECTBO (DAKTOPOB U
yCNoBUI, OPMUPYIOLLINX MOTEHLMANbHYO U peasibHO SIBHYIO OMAaCcHOCTb HapyLLeHUN
NB. [7]

daKTop, KOTOPbIX BO3AEUCTBYET Ha 3alUULLEeHHYI0 UH(POopMaLMIO - 3TO sBJIEeHNe,
npouecc nan AencTeue, B pesysibTaTe KOTOPOro BO3MOXXHA yTe4ykKa, YHUYTOXeHMe
3alUMLWEHHON MHoPMaL K, UCKaXkeHne, BI0KMpPOBKa 0CTyMa K Hen.

NcTouHuK yrposbl UB - cybbeKkT (MaTepuanbHbIl 06BbEKT, (hr3nveckoe anuo nav
usmyeckoe sBNEHME), KOTOPOE ABMSETCA HeNnoCcpenCTBEHHON NPUYNHON NOSABIIEHNS
yrposbl Nb.



YA3BUMOCTb UH(POPMALMOHHON cUCTeMbl (bpeLlb)- CBOMCTBO MH(OPMALMOHHON
CUCTEeMbIl, KOTopasa 0bycnoBAnMBaeTCA BO3MOXXHOCTbLIO BbIMOJIHEHNS Yrpo3 6e3onacHoCTu
obpabaTbiBaeMbIX B HEN OAHHbIX.

Mo OTHOLWEHUIO K MHPOPMALIMOHHBLIM pecypcam 1 NHHOPMaLUN MOXXHO NOOYEPKHYTb
Yyrpo3bl KOHPUAEHUMaIbHOCTWY, LLeIOCTHOCTU, AOCTYNHOCTU N OCTOBEPHOCTH
WHOPMaLLMKM, KOTOpPbIE NOABMAIOTCA B pa3HbIiX hopMax HapyweHum (pucyHok 1.). [20]

3a NpaBWIOM, BbILLEYNOMAHYTbIE YIrPO3bl MHPOPMALIMOHHbLIX PECYPCOB NMPUMEHSAITCS
TakuMun cnocobamum:

1) Yepes cyuwiecTBytowme areHTypHble UICTOYHUKN B OpraHax MyHUUWMabHOIo
yNpaB/ieHNsa N KOMMEPYECKNX CTPYKTYpaXx, CoaepXaLllnx BO3MOXKHOCTb NoJly4yeHus
JINYHON NHAGopMaunn (cyabl, KomMmepyeckmne 6aHKK, HaNOroBble OpraHbl U Tak gasnee).

2) MocpencTBoM nogkymna UL, HEMoCcpencTBEHHO KOTOopble paboTaloT B CTPYKTypax Mau
opraHm3aummn, HanpsaMyto CBSA3aHHbIX C ee paboTon.

2) MocpencTBOM NepexsaTa AaHHbIX, LUPKYJINPYIOLLMX B CpeacTBax N CUCTEMAX CBA3N U
BbIYNC/INTESIbHON TEXHUKE C MOMOLLbIO TEXHNYECKUX CPpenCcTB CbeMa N pa3Beiku
MHopMaumnn.

4) MNocpenCcTBOM MPO CAYLIKN MHAWBUAYAbHbIX MEPErOBOPOB N MHLIMU CrOCcobamu
HEeCaAHKLUMOHNUPOBAHHOIO AOCTYMNa K UCTOYHMKAM JIMYHOW MHMOpMaLmu.

Yrpo3bl MH(POPMALLMUOHHOM
Oe3onacHocTH

MposaBnaoTCA B HapyLwleHunAaXxX

LLEJTOCTHOCTWN
KOHOMOEHUWMANTBHOCTHA
DOCTYMHOCTK

1. Pa3srnaweHune

2. YTe4ka

3. HAC

4. NNckaXxeHn4

5. Ownbkn



MoTepn

danbcnuKkaumnn
HapylweHune cBA3un
BocnpelieHne nonyyeHmns

© 0N

PucyHok 1. Bo3gencrseue yrpo3 nHgopmaunm Ha kputepun Vb

Nb npossnseT BO34ENCTBME HA 3alLUULLEHHOCTb MHTEPECOB B pa3HbIX chepax
XXN3HeOesaTeNbHOCTW rocyaapcTBa 1 obuwecTBa. B ntobon n3 HUX coaep>xatcsa CBOu
ocobeHHocTn obecnevyeHusa Nb, KoTopble CBA3aHbl CO cneundukon o6bLeKToB
obecnevyeHbs 6e30MaCcHOCTN, CTYNEHbLIO UX YA3BUMOCTWM MO OTHOLWIEHNIO yrpo3 Nb. [8,14]

K npumepy, ¢ no3uumnm obecnevyeHnsa b B KomnbloTepHbiX cuctemax (KC) sce
KOJZINYECTBO NMOTEeHUMaNbHbIX Yyrpo3 Nb B KOMMNbLIOTEPHbLIX CUCTEMAX MOXKET ObITb
rnoaesieHo Ha ABa KJlacca.

Yrpo3sbl, KOTOpble He NoBA3aHbl C HAMEPEHHbLIMI NencTBnaMun 3JI0OYMbILWLJTIEHHUKOB U
BbINMOJMHAKTCA B HEOXXKNAaHHbleé MOMEHTbLI BpeMeHW, Ha3biBaloT HenpeaoHaMepeHHbIMU
nimn Cﬂy‘laﬁHbIMM.

Ncnonb3oBaHme yrpo3 aHHOro Kaacca NnpueognT K 60nblWKMM NOTEPAM AaHHbIX (Mo
CcTaTucTmnyeckom nHpopmaumm - 0o 80% ot ywepba, KOTopbIN HaHeCeH
MHPOPMALIMOHHBbIM pecypCaM KOMMbIOTEPHbLIX CUCTEM pa3HbIMU yrpo3amMun). Tak xe
MOryT, BbIMOJIHAETCA YHUYTOXKEHMNSA, HAPYLUEHNS LENOCTHOCTMU N OOCTYMNHOCTM
NHpopMaL K. He 4acTo HapyLlaeTCca KOHpUAEeHUNaNnbHOCTb MHOPMaLMK, HO NMPU 3TOM
hopMMpPYOTCS NPeAnoCbiIKMA AN 3/1I0YMbILIJIEHHOrO BANSHUA Ha MHGOPMaLUIO.

ABapum u cTuXuiHble 6GepncTBua YpeBaThl 6osiee paspywMTeNbHbIMY pe3ybTaTaMu
ANA MHpOPMALUM, TaK KakK HOCUTENW AaHHbIX rnoaBepratoTcs pusnyeckomy
pa3pyLleHNto, AaHHbIe TEPSOTCSA UM AOCTYN K HUM CTaeT HEBO3MOXKEH.

OTKa3bl U cOOM CI0XKHbIX CMCTEM HenzbexxHbl. B pesynbTaTe oTka3os n cboes
HapyLllaeTcs PYHKUMOHANIbHOCTb TEXHNYECKNX CPefCcTB, NCKaXKatloTCA N YHUYTOXKAIOTCA
nporpamMmbl N faHHble, HapyLlaeTcs anropnt™ paboTocrnocobHOCTM YCTPONCTB.
HapyweHusa anropntmos paboTocnoCcobHOCTN OTAENbHBIX YCTPOUCTB U Y3/10B MOTyT
Tak>Xe MOCNYXUTb MPUYNHOW HapYyLWEeHNA KoOHpuaeHUnanbHOCTN nHpopMmaumnn. K
npumepy, oTKasbl N cbon CcpencTB BbiAa4Yn AaHHbIX MOrYyT MPUBECTU K HEpa3peLleHHOMY
[OCTYNy K JaHHbIM NyTeM HeCaHKLUVWOHUPOBaHHOW ee nepenayn B KaHas1 CBA3U, Ha
YCTPOMNCTBO NevyaTn n Tomy nogobHoe. [19]



OwmnMbKM Npu pa3paboTke KOMNbIOTEPHbIX CUCTEM, NPOrPaMMHbIE U
aNropuTMmMyYeckKme onbky CcBOAATCA K NOC/IeACTBUAM, CXOXXUM K MOC/eACTBUAM
(oTka3oB 1 cboeB TEXHNYECKNX CcpencTB). KpoMe 3Toro, AaHHble oWnNOKM MOryT BbITb
NPUMEHEHBI 3/10YMbILWIEHHUKAMW ANS BANAHUSA Ha PECYPCbl KOMMbIOTEPHbIX CUCTEM.
OCHOBHY0 ONAaCHOCTb NpencTaBnstoT ownbkm B onepaumnoHHbiX cuctemax (OC) n B
MPOrpaMMHbIX CpeaCcTBaxX 3alUTbl AaHHbIX.

CornacHo nHdopmMaumm HauMoHaNbLHOrO MHCTUTYTa CTaHOapToB 1 TexHosorum CLUA
(NIST) 65% cuTyauun HapyweHus b nosBnsieTcs B pe3ysbTaTe oMboK
obcny>xuBalwLero nepcoHasna v noJsib3oBatesien. HekoMmneTeHTHOE,
HeBHUMaTesIbHOe NN Hebpe)XHoe NCnosib30BaHne (PyHKUMOHaNbHbIX 06A3aHHOCTEN
paboTHMKaMM NPMUBOLAT K NOTEPE, HAPYLUEHNIO KOHPNAEHUNANBHOCTN N LLENIOCTHOCTH
MHGOpMaLMK, @ TakK)Xe KOMNpoMeTaunum MeXaHU3MOB 3aLlLUThI.

NHown knacc yrpo3 b B KIT cocTaBnaOT NnpegHaMepeHHO hopMumpyeMbie yrposbl. Yrpo3bl
OaHHOrro KJjlacca B COrylacoBaHMmM C UX PU3NYECKOW CYLLHOCTbIO N MexaHu3MaMun
npuMeHeHUs MoryT BbiTb pa3buTbl MO NATK rpynnamM:

- yHMBepcaanbn?l NN KNAaCCUYECKNI LLIMNOHAX U ONBEPCNN,

HecaHKLLMOHMpOBaHHbIIZ OOCTyNn K OaHHbIM,

HaBOOKW N 2/1IEKTPOMarHMNTHbIE N3JTYyHEHUA,

Pa3HOBUAHOCTb CTPYKTYP;

BpeLOHOCHOE nporpamMmmHoe obecrneyeHme.

B KayecTBe NCTOYHUKOB HEHY>XXHOI0 BO34ENCTBUSA Ha pecypcCbl MHpopMaLmMm no-
npeXxHeMy Ba>kHbl CpeACcTBa N METOAbl AUBEPCUN U LWNMOHAXKa, KOTopble MPUMEHSATUCH
N MPUMEHSAITCA AN9 000bI4YK NN YHUYTOXEHNS AaHHbIX. [laHHbIE MeToAbl TaKXe
3(pPheKTUBHbI N AENCTBEHHbI B YCJI0BUAX UCMosib3oBaHna KC. Yalle Bcero oHu
MPUMEHATCA AN NoJy4YeHNsa NHPopMaL My 0 CUCTeMe 3alUnThbl C Lesbio B3JI0Ma
CUCTEeMbI, a TakKXe 419 NOXULLEeHUA N YHUYTOXKEHNUA NHHPOPMALIMOHHBLIX pecypCoB.

Yrpo3bl B KOMMEPYECKON AeATeNbHOCTUN TakXe coaep>xaT JInYyHble ocobeHHocTwn. [11,17]

MO OTHOLUEHUIO K OTAEJIbHOW OPraHu3aLmmn ecTb TakMe KoYeBbie TUMNbl BHELUHUX
yrpos:

- becyecTHble KOHKYPEHTHbI.



- CDOpMI/IpOBaHVIFl n KpMMmMHaJibHblE€ TPYyMMbl.

- MpoTnBO3aKOHHLIE BO30ENCTBUSA UHbIX OpFaHI/I3aLI,I/IVI n g adMNHNCTPATUBHOIO
alfifapaTa, TakKXe U HaJIOroBbIX Cﬂy)K6.

- HapylwieHne BBeeHHOro pernameHTa cbopa, nepenaym n o6paboTkn gaHHbIX.
OCHOBHbIe TUMNbl BHYTPEHHUX Yrpo3:

- HamepeHHble NpecTynHble BO3AENCTBUSA JIMYHOIr0 NepcoHasia opraHusauun.

- He HaMepeHHble 4ENCTBUS U NMOrPELHOCTN COTPYAHMNKOB.

- OTKa3 TeXHU4YecKnx cpeacTs 1 06opyaoBaHUS.

- Cbon MO cpencts 06paboTKN AaHHbIX.

BHeLWHME N BHYTPEHHME Yrpo3bl O4EHb TECHO B3anMoaencTeytoT. K npumepy, obuwas
TEeHOEHUNSA KPUMNHANIN3aUNN XO3NCTBEHHbIX AeAHUA BeOeT K MOHNXXEHND MOpPaJibHO-
3TUYECKUX HOPM MepCcoHala BCEX PAHIrOB, 3a4acTylo TOJIKAeT UX Ha OEeNCTBUS, KOTOopble
HaHOCAT ywepb komMnaHuu.

CoOTHOLIEHNE BHELUHNX N BHYTPEHHUX YIrPO3 B COOTBETCTBUN C XapaKTEPHbIMU
nokasatensamu: 81,7% yrpo3 BbINOJIHAETCA UAN CaMUM MePCOHANIOM OpraHn3aunn, nan
npun nx NPAMOM UK ONoCPeaoBaHHOM y4acTuUn (BHyTpeHHMe yrpo3ssbl); 17,3% yrpos —
NpecTyrnHble A4eNCTBUSA WU BHELIHUE yrpo3bl; 1,0% yrpo3 — 3TO yrpo3bl CO CTOPOHbI
C/IyHalHbIX UL,

OO0BbeKkTaMm pasHbIX Yrpo3 B KOMMEPYECKOW AeSATeNIbHOCTUN eCTh:

- YenoBeyeckune pecypchbl (COTPYAHUKM, NEPCOHAJ, KOMMNAHbOHbI U APYrue), BKJOYas
KaApoBble N TPYAOBbIE Pecypchl.

- MaTepuanbHble pecypchl.
- PHaHCOBbIE pecypcChl.
- BpemeHHble pecypchl.

NHOopMaLMOHHBIE pecypChbl, KOTOPbIE BKOYAKT MHTENNEKTYalIbHble PeCcypChl
(He3aBepLUEHHbIE MPOEKTHO-KOHCTPYKTOPCKME pa3paboTku, NaTeHThbI, HOY-Xay,
MPoOrpamMMHbIe MPOAYKTbl, MaCCUBblI CTaTUCTNYECKON N Byxrantepckon nHdpopmaumm n
npo4ee).



Bonee onacHbIM NCTOYHUKOM YIrpo3 KOMMAaHUAM ABASETCA COOCTBEHHbIN NepcoHan.
MoTmBaMm BHYTPEHHUX YrpoO3 B JaHHOM C/yyae npeacrtasnsiet cobomn
0e30TBETCTBEHHOCTb, JINYHbIE NOBYXXAEHUSA (KOPbLICTHbLIE MHTEPECHI, CAMOYTBEpPXXAeHME),
HEKOMMEeTEHTHOCTb (Hebonbwasa keanngpukaums). [9]

B o6cTosaTenbLCcTBax coxpaHsatowencs 6oabwon cTteneHn MOHOMNOIN3aunm PyCcCKom
3KOHOMUKM Yrpo3y npeanpuHnMaTenbCTBY npeanonaraeT 6ecyecTHas KOHKypeHLUus,
KoTOopasa npeacTasnseT cobon:

1) Bce nencTBus, KOTopble BeAyT K TOMY, 4TO NOTpebuTeNb MOXKET NPUHATL KOMMaHUIO,
TOBapbl, KOMMEPYECKYIO NN MPOMBbILLIEHHYO OEATENbHOCTb 3TOW OpraHmM3aunm 3a
KOMMaHWIO, TOBapbl, KOMMEPYECKYO UM MPOMbILLJIEHHYIO AeATeNbHOCTb KOHKYpPeHTa.

2) NNoXXKHble 3asiBNIEHNS B X04€ KOMMEPYeCKNX OESAHUN, ANCKPeaUTUPYoLLIME KOMMaHUN,
TOBapPbl, KOMMEPYECKYIO NN MPOMBbILLJIEHHYO AEeATENbHOCTb KOHKYPEHTA.

3) NpuMeHeHne B Xo4e KOMMepYeCKMUX aesaHuin 0603Ha4YeHNN Nan yKasaHnm, KoTopble
BenyT noTpebutens B 3abnyxaeHne KacaTesbHO NPUPOAbI, XapaKTepucTuk, crnocoba
N3roTOBJIEHUS, MPUTOOHOCTU 1 KOHKPETHbIX Liesiern nan 4ynucsa ToBapos.

MpYMeHeHWe yrpo3 B 3TOM CJly4Yae NOHMXXAET HaAEXHOCTb U 3pHEKTUBHOCTb
paboTocnocobHOCTN OpraHM3aLnii, @ B UHbIX CyYasix, MPMBOOAT K 3aBEPLUEHUIO NX
AessTeNbHOCTM U3-3a 0NaCcHOCTU COLManbHOro, 3KOHOMUYECKOr0, OpraHn3auoHHOro,
NPaBOBOro, 3KOJ0rM4eCcKoro, MHPOPMaLMOHHOI 0, KPUMUHAIBHOIO N TEXHUYECKOr0
XxapakTepa. O6beKkTaMum yrpo3 MoryT SABAATbLCS 3JIEMEHTbI JINYHOTO («4e/I0BEYECKOr0»),
BELLLEeCTBEHHOr0, PUHAHCOBOIr0, MH(OPMALMOHHOIO U MHOI0 KanuTasa, KoTopble COCTOAT
B 9KOHOMUNYECKOWN OCHOBE AesTEeNIbHOCTY NpeanpuHUMaTesbCTBa.

Jliobasa yrposa HeceT 3a cobon ocobuin yuiepb (noTepo) — MaTepuaibHbie NN
MOpaJibHble, @ CNocobbl MO MPOTUBOAENCTBUIO AAaHHOW Yrpo3e Npu3BaHbl YMEHbLUNTbL ee
BEJINYNHY 00 NPUMEHNMOI0 YPOBHS.

OueHka BeposAaTHbIX yulepboB (NoTepb) NoapasyMeBaeT 3HaHNE TUMOB NOTEPb, KOTOPbIe
CBfA3aHbl C NpegnpUuHUMaTENIbCKON AeATeNIbHOCTbIO, N 3HaHWE BblYUCIEHUS UX
BO3MO>XHOM NPOrHO3HOW BeNIMYUHBI. ECTb Takme Tunbl BEPOATHLIX NoTepb (yLepbos):

1) MaTepuanbHble TUNbI NOTEPb MOSBAAIOTCSA B HENPEeAYyCMOTPEHHbIX
npeanpuHUMaTeNbCKUM NPOeKTOM A06aBOYHbIX 3aTpaTax UM HanpaBJIeHHbIX MOTepb
obopynoBaHMA, NPOAYKLMN, UMYLLLECTBA, Cbipbs, dHEPrUn N Tak fganee.



2) TpyAoBble NoTepu — NoTepn TPYAOBOr0 BPEMEHM, KOTOPbLIE Bbi3BaHbI
HenpenBUAEHHbIMU, C/y4YaHbIMK 06CTOATENLCTBAMU; MEPSIOTCS B Yacax TPYAOBOro
BpemeHu. MepeBof paboynx noTepb B PMHAHCOBOE Bblpa>KeHWE BbIMOJIHAETCS NyTeM
YMHOXKeHUS paboyero BpeMeHn Ha CTOMMOCTb (LIeHY) OJIHOr0O Yaca.

3) KappoBbie notepu — notepu TpedbyemMbix KOMAAHUN BbICOKOKBaIMMULIMPOBAHHbIX,
npodeccnoHasbHbIX PabOTHNKOB; MEPSAIOTCA B 3aTpaTax Ha obyyeHne n noadbop HOBOro
Ka[poBOro nepcoHasna B AeHEe)XXHOM 3KBMBAJIEHTE.

4) ®nHaAHCOBbIE NOTEPMU — MNPSMOHAMNPABAEHHbIN OEHEXHbIN yLepb, KOTOPbIN CBA3aH C
HenpeaBuOEeHHbLIMU NaaTe)XXaMu, yrnaaTon LOMNOJIHUTE/IbHbIX HaJIoroB, BbiMJjaTon
wTpados, notepen GUHAHCOB N LLeHHbIX bymar.

5) BpeMmeHHble noTepu. CoBepLLAOTCA, KOrga npouecc npeanpuHMMaTesbCKon
NeaTenbHOCTU naeT MedJsieHHee, YeM OoJXKeH. MNpsMas oueHKa AaHHbIX NOTEPb
BbIMNOJIHAETCS B Yacax, Heagensax, AHAX, Mecsluax 3anasabiBaHns B MoJy4YeHnn
yKa3aHHOro pesysbTaTa. YTobbl NepenenaTb OUEHKY MNOTEPU BPpEMEHU B (PUHAHCOBOE
n3mepeHune, TpebyeTca yCTaHOBUTb, K Kakum notepsaM npubsinin, 4oxona crnocobHsbl
NPUBECTN yTeps BpeMeHU. B ntore oueHnBaloTCs B IEHE)XXHOM SKBUBAJIEHTE.

6) NHcpopmMmaumMoOHHbIe noTepu. ABdeTCss OQHUM U3 CaMbIX CEPbEe3HbIX NOTEPL B
bunsHece, KoTopble CNOCOBHBLI MPUBECTU K MPOBaJly BCEN KOMMNaHUN. ICHUCNAOTCS B
(PVNHAHCOBOM BbIpa>KeHUW.

7) Ocobbie Tunbi noTepb rnNoABJIAKOTCA B BUOE HaHeCeEHNA y6bITKa XKN3HN 1N 300POBbLIO
nogen, NPeCTunXy npeanpmnHnMaTenA, 0pr>Karou.|,e|7| cpene, a TakxXe BCneacrtBmne NHbIX
He6ﬂaI'OI'Ip|/IF|THbIX MOpPaJibHO - MCUXON0OIrnM4eCKNX N counasbHbIX rnocnencTBun.

NHpopMaunoHHbIN yuepb (noTepun) cBA3aH C HAABHOCTbLIO B NpoLecce
npeonpuHNMaTEeNbCKON AeATEeNbHOCTN MHPOPMALMOHHOIO PUCKa, BBEOEHHbIN B 00N
npeanpuHNMaTeNbCKUN PUCK.

MHPOPMaALMOHHbIW PUCK - BO3MOXXHOCTb (Yyrpo3a) yTepu akTUBOB CyO6beKTa 3KOHOMUKM
(NpeanpuHUMaTens) B UTOre NoTepb, NOPYKN, PasrialleHns N UCKaXKeHUs MHopMaLmn.

NHcdopMaLMOHHBIN PUCK KnaccuduuupyeTcs TakuMm obpasom:

- PUCK NpepbIBaHUA MHPOPMaUUK (OKOHYaHUe HopMasibHOW 06paboTKM AaHHbIX, K
npuMmepy, BCNenCcTBMe paspyLleHmns, BbiIBOa N3 CTPOS BblHUCINTESNbHbLIX CPeacTB).
HaHHaa KaTeropusa encTBUN MoXXeT HECTU OYeHb Cepbe3Hble NocaenCTBUSA, AaXKe Koraa
MHOpMaLLMA NpY 3TOM He NoaBepraeTcss HUKaKoOMy BO34ENCTBUIO;



- PUCK Kpa>Xn aHHbIX (KOMUPOBaHME UIIN CHUTbIBAHNE NH(OPMALUN, KPaXXU MarHUTHbIX
HOCUTEeNnen AaHHbIX U NTOroB NevYaTun C Luenbio noay4eHnsa nHgpopmMmaunm, Kotopbie B
AanbHenweM MoryT NPUMEHUTb NPOTUB MHTepecoB cobCTBEHHMKA (BNnaaensua)
OAHHbIX);

- PUCK MoaAnMUKaUnn gaHHbIX (BBOA HECAHKLMNOHMPOBAHHbBIX NU3MEHEHU B UHOPMALMIO,
KOTOpas HanpasJlieHHa Ha npun4nHeHune ybbiTka cobcTBeHHUKA (Bnagenbua) AaHHbIX);

- PNCK YHNYTOXEHNA OaHHbIX (HeO6paTI/IMOG n3MeHeHne gaHHbIX, KOTOpOoEe NpmnBoanT K
HeoCyLLeCTBMMOCTIN ee I'IpVIMEHeHVIFI);

- PUCK 3/1IEKTPOMArHUTHOIr O BJNAHNA U NepexBaTa AaHHbIX B aBTOMaTU3NPOBAHHbIX U
MHpopMaumnoHHbIX cuctemax (ANC);

- PNUCK CbeMa AaHHbIX MO aKyCTU4eCKOMY KaHaly,

- PUCK NpeKpaLLeHnsa NMTaHNa aBTOMaTU3UPOBAHHBLIX U MHHPOPMALMOHHBIX CUCTEM U
noafep>XxmneatoLen NHPpacTpyKTypbl);

- PUCK OLUNGKM NOCTABLLMKOB 1N 0NepaTopoB MHHOPMALIMOHHbLIX PecypCcoB
aBTOMATU3MPOBAHHbLIX N NHHOPMALMOHHbIX CUCTEM;

- puck c6oeB MO B aBTOMaTM3NUPOBAHHbIX U MHOPMALIMOHHBLIX CUCTEMAX;

- PUCK HENonafoK annapaTHbIX YCTPONCTB B aBTOMAaTU3MPOBAHHbLIX 1 MHHOPMALMOHHbIX
cncteMax (B pesysibTaTe XaslaTHbIX OEACTBUI NepCcoHasna, NPUPOAHbIX KaTaknU3MOB,
HecobnoaeHNs TexHUkn 6esonacHocTn, cboeB NporpaMMHbIX CPeACTB U Tak ganee).

B 3ak/1l04nTENBbHOM NTOrEe BCE MPOTUBOMNpPaBHbIE nencTens npmBoaAT K HapyLUeHUto
KOHQUMAEHUNaNbHOCTU, 4OCTOBEPHOCTMN, OOCTYMNHOCTU N LLeJIOCTHOCTU OaHHbIX.

B 3TOM cnyyae, nepeyeHb Yrpo3 U UICTOYHUKOB UX NOSABJIEHUS AO0CTAaTOYHO pa3Hoobpa3eH
N NpenJsioXkeHHas pa3HOBUAHOCTb He eCTb ucyepnbiBatolen. MpoTnBoaencTeme
NOSIBJIEHNSIM YIPO3 BbINOJIHAETCS MO Pa3HbIM HAaMNPaBJIEHNSAM, C MPUMEHEHUEM MOSHOM O
apceHana cpeacTB U METOLOB 3aLLUNTHI.

2.2 Hanbonee pacnpocTpaHeHHbIe Yyrpo3bl AOCTYNHOCTM.

C TO4YKM 3peHunsa pasMmepa ywepba, HaHeCEeHHOro onpeaesieHHON KOMMNaHnm ¢
KOMMNbIOTEPHON NMHPOPMALMOHHON CUCTEMOWN, CaMbIMU YaCTbIMU 1 OMACHbLIMU SABAAIOTCSA
HenpegHaMepeHHble OWNDOKK pa3sInYHbIX COTPYAHUKOB KOMMaHUW, KOTOpPbIE U
obcny>XnBatoT MHPOPMALIMOHHYIO CcUcTemy. [12]



B 60nbLUMHCTBE CNyYaeB. OTU oWNbKM 1 ABNAKOTCA yrpo3amun. He npaBuibHO BBEAU
OaHHble UM caenanu ownbky B NporpaMmMe, KOTOpas Bbi3Basla Kpax B CMCTeMe, co3aaeT
YySiI3BMMbl€ MeCTa, KOTOPbIMU JIEFKO MOTYT BOCMO0JIb30BaTbCA 3/10YMbILUNEHHUKN. O6bIYHO
3TO OWMNOKN aAMUHNCTPUPOBAHNSA KOMMbIOTEPHbLIX MHPOPMALMOHHbBIX CUCTEM, KOTOpPbIE
COCTaBNAKT 40 65% noTepsb.

T.e., MOXKHO cAenaTb BbIBOL, 4TO Hauny4wmm cnocobom 6opbbbl € 3TMKU oLIMbKamMm
ABNAIOTCA aBTOMaTU3aUNA UHPOPMALMOHHBIX CUCTEM U XXECTKUN KOHTPOJIb Ha
npegnpuaTun.

OcTanbHble Yrpo3bl 4OCTYNHOCTN MOXXHO KNaCcCU(ULMPOBATb MO KOMMOHEHTaM
KOMMbIOTEPHbIX NHHOPMALMOHHbLIX CUCTEM, Ha KOTOpPbIE N HaueseHbl yrpo3bl. K HUM
MO>XHO OTHECTW 0TKa3 CMOMN MHMOPMALIMOHHOW CUCTEMBI, Tak>Xe 0TKa3 nosib3oBaTtens NC
N 0TKa3 noaaepxmBatoLlen MHPPaACTPYKTYPbI.

OTKa3 nonb3oBaTesnien 0bbI4YHO CryHaeTcsa 0 HexenaHua pabotaTeb B gaHHom NC -
HeobxoaMMocTb 0by4aTbCa MHPOPMaUNOHHON cuctemMe u T.4. Cioa Xe MOXXHO OTHeCTU
OTCYTCTBME NOArOTOBKM A1 paboTbl B KOMMNbIOTEPHOM MH(MOPMALMOHHON CUCTEME - 3TO
OTCYTCTBME KOMMbIOTEPHOM NPAaMOTHOCTU, HeyMeHue paboTaTb C AMArHOCTUYECKUMU
coobLeHnamMu, oTCcyTCcTBmMeE 3HaHU nNpu paboTe C LOKYMeHTauunen.

Tak e npobnemMon oTKasa rnosib3oBaTtesnsa oT paboTbl B UHPOPMALMOHHOW CUCTEME
MOXKeT ObITb PacrnpPOCTPaHEHHbIN HEQOCTATOK - OTCYTCTBUE TEXHNYECKON NOAAEPXKKM MO
AaHHon NC, T.e. He NosiHasa AOKYMeHTauusa, OTCYTCTBUE CrpPaBOYHOM MHMOPMaL K,
OTCYTCTBME ropsivyen MMHNU NS UHPOPMALMOHHBIX CUCTEM FNo6asibHOro U CJI0XKHOIr 0O
XapakTepa u T.[.

K BHYTPeHHUM OTKa3aM MOXXHO OTHEeCTU OTCTYNJIeHNe OT YCTAaHOBJIEHHbIX NpaBu
3KCMlyaTauum, Kotopoe MoXeT BbITb Kak ClydanHoe, Tak U yMblleHHoe. Takxe 13-3a
CJ/IyHalHbIX UKW NpegHaMepeHHbIX 4eNCTBU NOJib30BaTeNeN MK NepcoHana,
obcnyxueatoLiero MHPOPMaLMOHHYO KOMMNbIOTEPHYIO CUCTEMY, MOXKET BbINTU CUCTEMA
N3 WITATHOro peXxxmma skcrnsayatauum. Npumepamm MoxeT bbITb NpeBbILLEHWE YUCIA
3anpocos B VC, camwkom bonblion obbem obpabaTeiBaemMon MHGpopMaLmm v T.0.

K MCTOYHMKaAM BHYTPEHHUX 0TKa30B IC Tak e MOXXHO OTHEeCTM owmnbKu npu
KOH(UIypauum nnm nepekoHOUrypaLumm CUCTeMbI, 0TKa3 Kak NPOrpPaMMHOro, Tak U
annapaTHoro obecneyeHus, paspyLlleHne gaHHbIX UHHOPMALMOHHOW CUCTEMbI, TaKXe
noepexxaeHne nnm Boobuie paspylieHne annapaTypbi.



o oTHOLWEHUIO K NoJaep>XUBAaeMON NHPPaACTPYKTYype NHPOPMALLMOHHbIX
KOMMbIOTEPHbIX CUCTEM MOXXHO OTHECTW Yyrpo3bl HapyLweHne, Kak CJly4amHoro, Tak 1
YMbILWJIEHHOr0, CUCTEM CBA3U, TensocHab>xeHus, BoOOCHabXeHNs, KOHANLMOHUPOBAHUS,
anekTponuTaHma n T.4. [18]

Tak Xe K 3TUM yrpo3aM peKOMeHAYyeMO OTHOCUTb pa3pyLUEHME N NOBpeXAeHMe
NMOMELLEHWI, @ TaK Xe Yrpo3bl CBA3aHHbIE C 00C/TY)XMBAOLWUM NMEPCOHANIOM U/UNK
NnoJib30BaTesieil, CBA3AHHbIE C HEBO3MOXHOCTbIO NN HEXKENAHUEM UCMOJHSATL CBOM XKe
06513aHHOCTU. DTO TEPPOPUCTUYECKMNE aKTbl UM UX Yrpo3a, 3a6acToBKMU, peEBOJIIOLMN U

T.0.

K 0QHUM 13 CaMbiX OMAaCHbIX YTPO3 MOXXHO OTHECTU TaK Ha3biBaeMble «0OMKEHHbIE»
COTPYAHMKWN KakK HblHewWwHne, Tak 1 bbiBine. O6bIYHO OHU CTPEMATCS HAaHEeCTun
npeanpuaTuo Kakon-nmbo Bpen - ncnopTuTb obopynoBaHMe, 3aNyCTUTb BUPYC, YOAUTb
AaHHble 1 T.1.

O6uXKeHHble COTPYAHMKN XOPOLLO 3HAKOMbI C MOPSAKAMU KOMAAHUN U CMOCO6HBI
HaHecTun Ntobo BCEBO3MOXXHbIN Bped. T.e. BaXXHO CNefunTb,4To bbl py YBOJIbHEHWN
COTPYOHUKOB €ro npasa AoCTyna K MHPOPMALIMOHHbLIM pecypcam npeanpusiTus
aHYJINPOBaNCh.

2.3 HekoTopblie npuMepbl Yrpo3 AO0CTYNHOCTH

MpMepamMn TakUxX yrpo3 aBASTCA NONYASPHbI N 04eHb BPEAOHOCHbIE YIrPO3bl Kak
rPO3bl, 3/IEKTPOMArHNTHbIE UMMYJ1bCbl BbICOKMX HANPSXXEeHUW, 0TKa3bl CUCTEM
KOHOWLWOHUPOBAHUS, NPOTEYKN CUCTEM BOAOCHabXXeHUs, TennocHab>xxeHns n
KaHanm3sauun. [12]

ArpeccuBHoe noTpebneHmne pecypcos, TakKMX Kak BblYUCINTENbHbIE BO3SMOXXHOCTU
rnpowueccopa uin onepaTUBHOM NaMATU, NOJIOChI NPONYCKaHUA ceTen 1 T.M., ABNASETCH
CpeACTBOM BbIBOAA CUCTEMbI N3 LUTATHOIO pexnMma aKcrnayaTtaumn. Takoe notpebneHmne
MO>XHO pa3faesinTb Mo PacrnosioXXeHUI0 UCTOYHNKA Ha JIoKasibHoe 1 yaaneHHoe. K
npuMepy, SIoKasbHasa NporpaMmMa npu npocyeTax B KOHPpUrypaumm cuctemol cnocobHa
MOHOMOJIN3NPOBaTb NpPoOLEeccop N/unm pusnyeckyto NnamMmaTb, CBeOA CKOPOCTb
BbIMOJIHEHUA OPYrMX NPOrpamMM K HyJ0.

Ecnu nponyckHas cnoCobHOCTb KaHasla 40 Lesn aTaku NpeBbillaeT NPOnyCKHYIo
CNOoCOBHOCTb aTaKyloLWero, To TpaaMUNOHHAA aTaka TUMNa «0TKa3 B 06CNy)>XMBaHUN» He



byneT ycnewHon. PacnpeneneHHas X aTaka B CBOK o4epeb NPOUCXOOUT y)Ke cpa3sy C
HECKONIbKMX ToYeK NHTepHeTa, 4TO NPMBOAUT K BBEAEHUIO aTaKyeMOro y3/a 13 CTpos
N3-3a pPe3KOoro Bo3pacTaHusa Tpaduka. T.e. 3/10yMbILLIEHHUK MOXXET CO BCEX Y3J10B,
3a4eNCTBOBaHHbIX B aTake, NocsaTb 60nbwon 06beM aaHHbIX. M y3en He cMoXKeT
obpabaTbiBaTb 3anpocCkbl OT HOPMaJibHbIX NOJIb30BaTENEN N3-3a NPEBbILWLEHNS Tpaduka.

2.4 OCHOBHbIE Yyrpo3bl LLeJIOCTHOCTHU

Ha BTopoM mMecTe no pa3mepam yuwepba cToAT Kpa>km n nognoru. B 1992 roay B
pe3ynbTaTe NoA0OHbLIX MPOTUBOMNPAaBHLIX 4ENCTBUA C MCNOJIb30BaHNEM MepCoHasIbHbIX
KOMMbIOTEPOB aMepPUKaHCKUM opraHm3saumam bl HaHeceH obwiunin yuiepb B pasmepe
882 MunnnoHoB fosnapos. MHorve opraHmu3saynm rno NMOHATHbLIM MPUYNHAM CKPbIBAOT
Takue NHUWOEHTbI; He Bbi3blBaeT COMHEHWI, YTO B Hawwun AHW yuwepb oT Takoro poaa
AENCTBUNI BbIPOC MHOMOKPATHO, MO3TOMY MO>XHO NPEeArnONOXNTb, YTO peasibHbIn yuepb
66121 HaMHoro 6onblue. [13]

O6bI4HO BUHOBHUKAMUN 0Ka3bIBa/IMCh LUTATHbIE COTPYAHMKN OpPraHnU3aumnin, KoTopble
XOPOLLO 3HAKOMbIE C peXXMMOM paboTbl 1 MeEpaMM 3alMThI, YTO MOATBEPXKAAET
OMaCHOCTb BHYTPEHHUX Yrpo3.

HapyweHune cTaTu4eckom LuesioCTHOCTU 3/10YMbILWIEHHUK (Yalle BCero WTaTHbIN
COTPYOHWUK) MOXKET BBECTU HEBEPHbIE AAaHHbIE NN N3MEHUTb AaHHble, KOoraa
N3MEHSAIOTCA coaepKaTesibHble faHHble, Korga - cny>xebHasa nHhopmayums.

Yrpo3on UenoCTHOCTK ABNAeTCA panbCupuKaumnsa ninm n3aMeHeHne faHHbIX, a Takxe
OTKa3 OT COBepLUeHHbIX 0enCTBUN. KOMMbIOTEpPHbIE AaHHbIe HE MOrYT pacCMaTpMBaTbLCH
B Ka4yecCTBe [loKa3aTesibCTBa, eC/Nin HeT cpecTs obecneynTb "HeoTKasyemMocTh". He
TOJIbKO AaHHbIe, HO 1 MPOrpamMmbl ABASAIOTCA NOTEHLUMANIbHO YSA3BUMbI C TOYKU 3peHuns
HapyLweHus LesIoCTHOCTN.

2.5 OCHOBHbIE Yyrpo3bl KOH(PUAEHUUANbHOCTH

CaMy MH(OopMaLnOo KOHPUOEHLUMANIbHOCTU MOXKHO pa3aesinTb Ha CIYXKEOHYI0 1
npegmeTHyto. Cny>xebHaa nHpopMmaumnsa (K npuMepy, Naposav rnosb3oBaTtenen) B
KOMMbIOTEPHON NH(POPMALLMOHHOW CUCTEME UrpaeT TeEXHUYECKYIO POJib, HO pacKpbiTne
ee aBnseTca 6onee onacHoOn, n3-3a NOJIy4eHUS C ee NMOMOLLbIO HECAaHKLMOHMPOBAHHOIO
[OCTYyMa Ko BCen MHopMaLnUm CUCTEMbI,B TOM YnUcie n NnpeaMeTHON, T.K. B obiemM oHa



He OTHOCUTCS K onpeaeneHHon npegmeTHom obnactu. [12]

Yrpo3bl KOHUAEHUMNANBHOCTU MHOPMALUX MOTYT HOCUTb HEKOMMbIOTEPHLIN 1 BoobLLE
HEeTEXHNYECKU XapaKTep Aake eCcn NHpopMaumnsa XpaHUTCSA B KOMMbOTEPE NN
npefgHa3HayYeHa OJ11 KOMMNbIOTEPHOr0 NCMOJIb30BaHUS.

K nepexBaTy AaHHbIX MOXXHO OTHECTU NMPOCayLIMBAHNE UKW NOACYLIMBAHNE
pa3roBopoB, N3yyeHne paboyero MecTa, NaCCUBHOE MPOCAYLLINBAHNE CETU N aHaNN3
KaKnx-Mnbo NamAaTHbIX AaT U Noc/eoBaTelbHOCTEN.

K noaMeHe faHHbIX OTHOCUTCS UCMOJIb30BaHUE CTPaxoBbIX KOMun. Ha 0CHOBHBbIX
HOCUTENAX OJ1d 3alllNTbl AaHHbLIX NCMOJIb3YIOT Pa3BUTbIE CUCTEMbBI YIpaBJ1IEHNA
OOCTYrNnoOM, HO 3a KOIMum, KOTopble HEPEOKO MPOCTO JiIeXaT roe-yroaHo HUMKToO He
3aboTnTCA U MHOrne MOTryT NMNOJIY4YHNTb K HUM O0OCTYII.

3Ha4YMMOoN N pacrnpoCcTpaHEHHON Yrpo30M ABASETCA Kpaxka obopynoBaHUA, 4acTo
BO3HMKAET MN3-3a HaxoxxaeHns 6e3 npucmoTpa HOYyTOYKOB 1 XeHONETOB, PE3EePBHbIX
HocuTenen Ha paboTe nan B aBToMobune, KOTOpble MPOCTO TEPSAIOTCA.

Tak XKe pacnpoCcTPaHEHHOW Yyrpo30i ABASAIOTCSA METOAbl MOPAJIbHO-MCUXOJIOrN4YECKOro
BO3JeNCcTBUA (Mackapan) - BbiNoJIHEHNE AeACTBUIA NoJ BUAOM nuLa, obnaaatoLiero
NMOJIHOMOYMAMK OJ1S AOCTYNa K AaHHbIM.

HenpuAaTHbIMKX yrpo3aMu, OT KOTOPbIX TPYAHO 3alUTUTCA ABASIOTCA 3/10ynoTpebneHmne
nosiHoMmo4YnamMn. K npumepy, CUCTEMHbIN agMUHUCTPaTOp cnocobeH NpodnTaTbh atobon
dhann, NoayyYnTb JOCTYN K noyTe ntoboro nosb3oBaTens u T.4., TaKXXe BO3MOXHO
HaHeceHue yuwepba Npn cepBNCHOM 06CNY>KXMBAHUN, T.K. CEPBUCHbLIN MHXXEHeP nosy4yaeT
HeorpaHMYeHHbIW AOCTYMN K 060pyA0BaHMIO N UMEET BO3MOXXHOCTb AEeNCTBOBaTb B 06Xx0n
MPOrpaMMHbIX 3aLLMNTHbIX MEXaHWU3MOB.

2.6 CTaTncTtuka yrpo3 6esonacHoCcTu

Ha pucyHkax 2 n 3 npuBeaeHbl AnarpaMMbl CpeaHen CTaTUCTUKKN yrpo3 6e3onacHoCcTu
MHOPMaLUMNOHHLIX cucTeMm (2015). [14]
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PucyHoK 3. Yrpo3bl 6e30nacHOCTH

SAKJIOYEHUE

B naHHoOM paboTe 6bina onmncaHa 3Ha4yMMas 4aCTb MHopMaunoHHOW 6e3onacHOCTK -
yrpo3bl. OnucaHbl MOHATUSA N BUAbI Yrpo3 6e30MacHOCTM B KOMMbIOTEPHbIX
NHPOPMALIMOHHbBIX CUCTEMaX.

NB OTHOCUTCA K YNUCJly HanpaBJ/ieHNN AeATeNIbHOCTUN, KOTOpble pa3BMBalOTCA O4YEeHb
ObICTPbIMM TEMMNAMU. DTOMY CMOCOBCTBYIOT Kak 06K Nporpecc NHpopMaLNOHHbIX
TEXHOJIOrNN, TaK U NOCTOAHHOE NPOTNUBOBOPCTBO MEXOY TEMU, KTO X04eT A00bITb
KOH(MAeHUManbHble faHHbIE N Xenawnmm ee cbepeyb.

OnbIT NMoKasbIBaeT, YTO A1 AOCTUXKEHUA OENCTBYIOWMX peeHnn No 3awmTe
nHdopmMaumnmn TpebyeTca coyeTaHne NpPaBoOBbIX, TEXHNYECKUX N OPraHN3aLNOHHbIX
MeponpuaTun. To ecTb obecneyeHune 3aWnTbl AaHHbIX N B LesioM Vb HblHewHnx NC
Hy>XOaeTcsa B KoMnaekcHoM noaxone. OHO HEBO3MOXXHO Be3 ncnonb3oBaHUsa ob6LLIMPHOro
CMeKTpa 3alnTHbIX CPEeACTB, KOTOpble 06beanHeHbl B 064yMaHHY0 apXUTEKTYpPY

B OaHHbIX YC/IOBUSAX MOJIOXKEHWE MO OTHOLLUEHUIO K 3aluMTe OaHHbIX O0JIXKHa ObITb O4YEHb
ANHAMUNYHON. TeopeTnyeckune BO33peHNA, CTaHOAPTbI, CJIOXKUBLUNECH NOPALKN
Tpe6yeTc9| BCerna CBepATb C YCNOBNAMU MPaKTUNKN. oT BEPOATHbLIX aTaK Ha



NHOPMaLMIO He 3aNTNTLCA 6e3 LeneHanpaBaeHHON N cucTeMaTmndeckon paboTel B
3TOM HanpassieHnU. HacTosiwee cocTossHNE 6€30MacHOCTUN HY>)XKOAeTCs B Ka)XAO0AHEBHOM
BHMMaHNN BCEX 3aUHTEPECOBAHHbIX CTOPOH.

B paboTe onucann onpeneneHnsa n KpuTepus Knaccnpunkaumm yrpos,
npoaHanm3npoBann Hanbonee pacnpoCTpaHEHHbIE Yrpo3bl AOCTYMHOCTU C NpuMepamu,
onwucanu yrposbl BpegoHocHoro O, paccMoTpesim OCHOBHbIE YIPOo3bl LLeJIOCTHOCTU U
KOH(pUAEeHUNabHOCTHN.

Tak)Xe HaBedeHa cTaTuUCTuKa yrpos 6esonacHocTn B 2015 r. B Poccun.
BkpaTue yrpo3bl MOXXHO 1306pa3nTb Ha HUXXe NpUBELEHHOM PUCYHKeE 4.

KoHthnaeHUNanNbHOCTh

LlenocTHOCTDL HoCcTynHOCTh

PucyHok 4. Yrpo3sl MHGOopMaunoHHoN 6e3onacHoOCTu
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